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April 1, 2016 

 

The Honorable Will Hurd    The Honorable Robin Kelly 

Chairman      Ranking Member 

Subcommittee on Information Technology   Subcommittee on Information Technology 

House Committee on Oversight    House Committee on Oversight 

 and Government Reform         and Government Reform 

 

The Honorable Jim Jordan    The Honorable Matthew Cartwright 

Chairman      Ranking Member 

Subcommittee on Health Care, Benefits,   Subcommittee on Health Care, Benefits, 

and Administrative Rules          and Administrative Rules 

House Committee on Oversight    House Committee on Oversight 

and Government Reform         and Government Reform 

 

Re: Recommendations on Harmonization of Privacy Laws 

 

Dear Chairmen Hurd and Jordan, and Ranking Members Kelly and Cartwright: 

 

Thank you very much for the opportunity to testify at the Subcommittees’ joint hearing on 

health information technology (health IT) on March 22, 2016.  I am pleased to provide 

additional comments regarding the harmonization of privacy laws. 

 

Secure and private electronic information exchange can enable safe, more effective and 

more coordinated care; greater consumer engagement in health; and ultimately improved 

patient experiences and health outcomes.  However, misunderstanding and confusion 

persist about when health care providers and other entities covered under the Health 

Insurance Portability and Accountability Act (HIPAA) are permitted to share a patient’s 

protected health information – with other providers and with patients themselves.  

Ultimately, this confusion can result in organizational policies and practices more likely to 

restrict appropriate health-related data sharing, rather than enable or promote it.  

 

To address this multifaceted issue, we offer the following recommendations: 

 Efforts should focus now on harmonizing HIPAA-covered entities’ organizational 

practices with current law and guidance on data sharing, which may alleviate 

confusion without having to harmonize laws.  

o Education initiatives are necessary to inform both patients and providers on 

the correct application of data sharing and privacy laws.  

o This will in turn help to harmonize patient experiences so that they are 

consistent regardless of provider, setting of care, or state of residence.  

 For health IT and patient data not governed by HIPAA (for example, stored in apps 

and other electronic platforms), consumers need transparent, easy-to-follow 

information about how their data are collected and used.  
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The issue: Misinterpretation of HIPAA poses significant barriers to data sharing  

HIPAA governs the collection, use and disclosure of individually identifiable health 

information by covered entities.  Specifically, the HIPAA Privacy Rule and Security Rule 

set forth requirements to assure that individuals’ health information is properly protected 

while allowing the flow of health information needed to provide and promote high quality 

health care.   

 

HIPAA sets baseline rules for how health care entities may collect, use and share patients’ 

health information whether in paper or electronic form.  But as the health landscape 

changes rapidly due to the transition from paper-based to electronic health records (EHRs) 

and the increase in consumer digital health tools (including wearables, telehealth, and 

smartphone applications), many providers struggle to understand how to comply with data 

sharing and other patient privacy requirements in the electronic health ecosystem. This 

confusion is compounded by individual state laws that may provide greater protection, or 

additional restrictions, with regard to sharing of certain categories of patient data such as 

psychotherapy notes and substance abuse information.   

 

Early feedback from our GetMyHealthData campaign1 has illuminated the numerous 

barriers that individuals face in accessing and using their electronic health data.  

Consumers navigate a complex, confusing, time-consuming and costly process to request 

their medical records and other health information under the traditional HIPAA records 

request process.  Sometimes, uncertainty or confusion over HIPAA permitted disclosures of 

health information leads providers to refrain from sharing patient data with patients 

themselves.  For example, Adele (last name withheld) shared:  

 

“Medical providers treat my data as if it were top secret. I understand their concern about 

revealing my data to third parties, but many are reluctant to reveal it to me.  How can I 

make informed decisions about my own health if I don't have information?” 

 

Additionally, many providers do not understand the rights that patients have to copies of 

their health records and other information in digital formats.  Under the HIPAA 

amendments made by the HITECH Act, consumers have a legal right to an electronic copy 

of their health information. The Administration recently clarified that consumers can 

exercise this right with any covered entity as long as the provider can produce the data 

electronically, noting that making digital copies available is a matter of capability rather 

than willingness.  Again, numerous GetMyHealthData volunteers have reported being told 

that electronic copies of their health records are not available to patients; as more than one 

volunteer was told, “We don’t do that.”  

 

There is also persistent confusion and misunderstanding regarding the fees that providers 

are legally allowed to charge patients.  For instance, we have collected examples of patients 

being charged per-page fees for electronic copies of their record and being charged 

                                                 
1 GetMyHealthData is a national campaign, coordinated by the National Partnership for Women & Families, in partnership with 

AHIMA, Amida, Alliance for Nursing Informatics, Code for America, Flip the Clinic, the Genetic Alliance, Health Data Consortium, 

NATE, and other individual thought leaders/experts. The campaign helps patients gain access to their health information in 

electronic, computable formats, offers educational resources to patients and providers, and advocates for advancements in policy 

and practice. 
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expensive fees upon receiving their record, with no estimate provided in advance.  These 

costs often pose significant barriers for patients in accessing their health information.  

 

One of our GetMyHealthData volunteers is the mother of a child with a rare genetic 

syndrome. Megan shared her story of overcoming many obstacles – from high fees to 

puzzling policies and procedures – to get copies of her daughter’s medical records from five 

hospitals in the mid-Atlantic area so she could better coordinate her daughter’s care. The 

costs associated with getting records from each hospital differed wildly (see Appendix A). 

This kind of variation, between providers in the same region as well as across all fifty 

states, creates additional stress and confusion for consumers and patients who are trying to 

access and use their health data to improve their own health, or manage the care of a loved 

one (see Appendix B).  

 

Therefore, the first task at hand is to harmonize providers’ practices with existing laws for 

securely and appropriately sharing health information between providers and with 

patients. While we recognize that the relationship between diverse federal and state 

privacy laws complicates the process of sharing health information, from a consumer 

perspective, increasing education and consistent application of existing federal laws and 

regulations is the critical first step in facilitating the secure and appropriate sharing of 

data, both between providers and with patients.  

 

Recommendation: Clarify how existing laws (such as the HIPAA Privacy Rule) apply to 

access to health information and data sharing  

The Department of Health and Human Services’ (HHS) Office of Civil Rights (OCR) 

recently published guidance that provides clarification on components of providing patients 

access to their health information, including how long providers have to respond to 

requests, the format in which providers must provide copies, and what reasonable fees they 

are allowed to charge.  

 

However, federal guidance and enforcement alone are not sufficient. Complementary 

education efforts are needed to help providers proactively and successfully bring their 

practices into compliance with privacy laws.  

 

Recommendation: Provide transparency about data sharing practices for digital health tools 

not covered under HIPAA 

The rapid transition to digital health information sharing has also spurred innovation of 

new devices, applications and technologies. While other regulations may apply, HIPAA’s 

privacy and security protections do not apply to many commercial apps and personal health 

records (PHRs) unless provided by HIPAA-covered entities such as providers, payers or 

their business associates.   

 

As consumers increasingly use health apps and devices not covered under HIPAA, it is 

critical that they understand the data use and sharing practices of these apps to make 

informed choices on where to store and access their data. A standardized, consumer-

friendly disclosure of data sharing practices and privacy policies gives patients this kind of 

transparent view into these tools. This useful way of explaining uses of data is important 
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because almost 90 percent of consumers report that it is important to them to know how 

their information is collected and used.2 

 

The federal government continues to take steps to make it easier for the private sector to 

provide patients this kind of transparency. Notably, the Office of the National Coordinator 

for Health Information Technology (ONC) creates and promotes a Model Privacy Notice – a 

template that technology developers can voluntarily use to explain the data sharing 

practices of their personal health record product or application in a simple, usable way. The 

second iteration of this Model Privacy Notice is under development to reflect the diversity of 

technology and data that individuals can now use to manage their health and wellness, as 

well as new business models. 

 

While the Model Privacy Notice is a great tool to disclose data sharing and privacy practices 

to consumers, many technology developers do not know that it is available to them. We 

encourage the federal government to work with the private sector to disseminate the tool 

and educate developers about why its use is important for consumers and essential to 

promote patient trust overall.  

 

Therefore, we suggest that robust education and implementation efforts be the first step 

towards harmonizing provider practices with existing law and ensuring consistency of 

patient experience accessing and using their data, in order to equip patients and providers 

with the information and tools they need to appropriately share and use health data.  

 

Thank you to the Committee for its interest in advancing health information technology 

and for the continued opportunity to share the consumer perspective on privacy and data 

sharing. If you have any questions about our recommendations, please contact Mark 

Savage, Director of Health IT Policy and Programs, at msavage@nationalpartnership.org or 

(202) 986-2600.  

 

Sincerely, 

 
Mark Savage  

Director of Health IT Policy and Programs 

 

Attachments: 

Appendix A 

Appendix B  

                                                 
2 National Partnership for Women & Families, Engaging Patients and Families: How Consumers Value and Use Health IT (Dec. 

2014), available at http://www.nationalpartnership.org/research-library/health-care/HIT/engaging-patients-and-families.pdf. 

http://www.nationalpartnership.org/research-library/health-care/HIT/engaging-patients-and-families.pdf
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Available at http://www.lamblawoffice.com/medical-records-copying-charges.html 

 

 

http://www.lamblawoffice.com/medical-records-copying-charges.html

